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TECHNICAL SPECIFICATIONS

RF-Cyber Detection, Mitigation (RF cyber-takeover and fend)

Operating Frequency 400MHz-6GHz
Transmission Power Up to 36 dBm
Operating Voltage AC: 100-240V, 50/60Hz • DC: 20-36V Nom-24V
Power Consumption 150W/170W (Detection/Mitigation)
Weight & Dimensions SDR: 12.8kg/28.2lb - LxHxW: 39 x 52 x 12cm / 15.35 x 20.5 x 4.7 in

Transport Case
30kg/66lb - LxHxW: 68 x 53 x 38 cm / 26.6 × 20.7 × 14.9 in
 (incl. SDR, power supply, management tablet, cables & accessories)

Environmental & Radio Compliance MIL STD 810H, MIL STD 461, IP66
Operating Temperature

Radar EchoGuard (Echodyne), drone detection up to 1km, small form factor

Frequency K-band 24.45 – 24.65 GHz (USA), K-band 24.05 – 24.25 GHz (INTL)
Transmit Power 35dBm with a Gain of 21 dBi
Field of View 120° Azimuth x 80° Elevation
Track Accuracy < 1° Azimuth x < 1.5° Elevation
Max Tracks Up to 20 Simultaneous Tracks
Size & Weight 20.3 cm x 16.3 cm x 4 cm, 1.25 kg
Power (USA)
Power (INTL)
Operating Temperature
Weather Protection IP67

RF-Effector 4Watt Omni, Tx power up to 36dBm per band

Band [MHz] Low Freq [MHz] High Freq [MHz]
868 832 885
915 902 928 
2400 2400 2500
5800 5720 5875

D-Fend Solutions is the leading provider of field-proven, radio
frequency (RF) cyber-driven, non-kinetic, AI-enhanced
counter-drone takeover technology, enabling full control,
safety, and continuity during rogue drone incidents to
overcome both current and emerging drone threats in
complex and sensitive environments. With thousands of
successful deployments performed worldwide, in the most
challenging real-life scenarios and for the most demanding
end users, EnforceAir, the company’s core C-UAS, focuses on
the most dangerous drone threats in the military, public
safety, airport, prison, major event, critical infrastructure, and
other environments. D-Fend Solutions’ technology has been
chosen as best-in-class and is deployed by top-tier govern-
ment agencies – including  military, federal law enforcement,
and homeland security – as well as major international
airports globally. EnforceAir autonomously executes RF
cyber-takeovers of rogue drones as a standalone, multilayer,
or integrated system, for safe landings and controlled
outcomes, ensuring the smooth flow of communications,
commerce, transportation, and everyday life.

For more information, please visit: 
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RF-Cyber
• Disconnects drone signal from pilot remote 

control
• Causes drone to fly back to takeoff position 

or to act according to original fail-safe 
configuration

• Surgical fend-off through active RF-Cyber 

Smart RF-Effector
Jamming Option

Smart RF-Effector Jamming Option
• Blocks signal from pilot remote control
• Causes drone to fly back to takeoff position or to 

act according to original fail-safe configuration
• Short-range smart RF-effector jamming option for 

all drones in selected area

RF-Cyber
• Sends drone via safe route, safe 

landing to pre-defined position
• Defines exact behavior of drone 

upon takeover
• Prevents pilot from regaining 

control of drone
• Surgical Takeover
• Active RF-Cyber

WITHIN SECONDS

RF-Cyber
• Obtains unique drone 

identifiers, including make, 
model, and serial number

• Determines unique drone 
communication attributes

• Identifies modified/tampered 
drones

• Reads remote ID, but not 
dependent on it

• Distinguishes between 
authorized and unauthorized 
drones

• Passive

RF-Cyber
• Real-time location tracking by determining 

drone position with GPS accuracy
• Locate and track drone, pilot/remote 

controller, and take-off position
• Not dependent on ground-station signal 

reception
• No need for clear line-of-sight
• Passive

Radar
• Real-time location tracking for additional 

drone coverage beyond cyber
• Active

RF-Cyber
• No false alerts
• Long-distance
• Operates in noisy RF 

environments
• Passive

Radar
• Additional coverage 

beyond cyber
• Optimized with cyber to 

decrease false positives


